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Note: 1. Answer any FIW full questions, qloosing ONE full question from'tliith module.

2. M : Marlcs , L: Bloom's level , C: Course outcomes.

Mothil'6,:- I M L C

Q.r a. 10 L1 co1

b. Who are cyber criminalq,J,W,{it6 the three goups in cybgr iriminals. 7 L1 c01

c. Discuss cyber crime ifirlpgal perspectivbs. 3 LI cor

OR
Q.2 a. Explain any filre 6yber crime against indiyicttff: 10 L2 co1

b. Explain-fudit card
thgft,,, 

'''t',,'r 
,

frauds, intellectualeproperty crimes and internet time 6 L2 col

c. Write a short note on "Indian legalperspective on 
fVtStotiitte

4 L1 col

Module - 2

Q.3 a. What is Social Engineering? Discuss Human based Social Engineering with
a suitable examples.

10 LI co2

b. Explain any fivo tools used during passive attack. t0 L2 co2

ioR
Q.4 a. Define cyber stalking. Explain hro tyiles of stalkers. 8 L2 co2

b. List and'briefly explain aa{p&tins for safety and seburity measures while
uslng the computer in c,,.$ir,.0afe . 

.,.,..,,.,,,,t,i;o!

6 LI c02

e:: ,,tilhat are the diffepg&thcks launched *ii.*h-*jttack vector? Explain. 6 L1 co2

Module - 3

Q.s a. What are software and hardware kdjoggers? List the advantages of using
anti keylogger.

8 L1 co3

b. What is phishing? How phishing works? 6 LI c03

c. Explain how to protectrfrbm Trojan Horses and Backdoors. 6 L2 c()3
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Q.6 a. What is Virus? Discuss various tlpes of viruses categorized"based
attacks on various elements of the system.

on I L1 co3

b. What are the preventive measures from being a vift$' of DOS/DDOS
attacks?

6 LI c()3

c. Summarize traditional techniques of attacks on Wireless networks. 6 L1 c()3

Module.r4Y
Q.7 a. Explain five phishing techniques used by phishers to launc6 ptiisnrrg

attacks.
10 L2 co4

b. Recall various tlpes of phishirgqffis.
.Plw. tryr

10 LI co4

foR
Q.8 a. What is identify theft? ffi6in any four types of identiU.rttheft. l0 L2 co4

b. What is Whaling?
phishing. i' ""'

Fxplain the difference betweai whaling and spear 10 L2 c04

Module r'S..
Q.e a. t0 L2 co5

b. Explain how the chain of cgstcidy concept
forensics.

6 L2 cos

c. Write short notes on network forensics.
".{

4 LI cos

OR:"Y
Q.10 t. Explain fivepiffiHnt types of digitalthnallsis that can be p#ffihmed on the

captured forensics evidence.
.- 1!,!.,.r'

10 L2 cos

b. and handling of 10 L2 cos

* t.* .*.t
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